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Introduction

Until very recently, the data centre world looked very different. Massive giga-data centres were being built
at the network core to manage and store enormous amounts of data. This was where cloud computing
services were housed and supplied.

That was before the Internet of Things (‘loT’) and 5G mobile networks and their impact on both
telecommunications networks and data centres. With the proliferation of billions of IoT devices (internet
connected (‘smart’) devices) and the greater bandwidth offered by 5G mobile networks to support them,
telecommunications networks, and the data centre ecosystem they connect with, are undergoing rapid,
material change.

This change has been so fundamental that Gartner announced in 2018 the end of the traditional data
centre as we currently know it by 2025. Data workloads, Gartner announced, will be managed very
differently. Out of this change has come (network) edge computing.

So, what is edge computing?

‘Edge computing’ is defined by the research group IDC as a “mesh network of micro data centres that
process or store critical data locally and push all received data to a central data centre or cloud storage
repository.” It is a new, distributed, digital infrastructure focused on meeting new business needs. It is
important to note that edge computing includes both smart devices themselves, such as drones, which
perform a lot of the computing functions that would normally be managed in a cloud, as well as mini-data
centres performing what are termed ‘near cloud’ functions on the network edge.
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A new agile, scalable, network infrastructure has emerged at the network edge,
but why is it needed?

Connected cars are a great example of why micro data centres are springing up at ‘edge’ locations.
Loaded with loT devices (sensors, etc.) to enable autonomous driving, connected cars (basically, high
powered computers on wheels) are generating huge amounts of data that need to be processed as quickly
as possible. Latency is a critical issue for connected cars. The distance data has to travel to be processed,
and the time it takes to do it, has to be shortened as much as possible to ensure safe, reliable driving.

As a result, the software that processes the data needs to be much closer to the loT devices collecting the
data. It cannot wait to flow back to the central data centre, be processed in a cloud and then sent back. It
cannot be dependent on network bandwidth issues. That is where edge computing comes in.

With the huge growth in data that lIoT devices will generate and 5G mobile networks will circulate,
bandwidth constraints mean that data has to be processed differently. A lot of the data that loT devices
will process will not be as critical as connected car sensor data or the data pumping out from medical
wearables and other healthcare smart devices. It may be largely inconsequential data, for example, sensor
data confirming that industrial or manufacturing systems are functioning properly. There is no reason to
add this data to the huge amounts of data being pumped back over the network to the cloud. This data
can be processed locally at the ‘edge’, with only the important data routed back to the cloud.

Edge computing will not replace the traditional data centre or the cloud computing resources housed in
these data centres. The new breed of micro data centre will become an addition to this established digital
infrastructure, extending a lot of the computing resources traditionally housed in centralised cloud
environments further out into the network. Processing data closer to the edge of the network will be
particularly helpful in areas of poor or intermittent network connectivity where it is difficult to quickly and
easily get data to (and back from) the data centre at the network core and which cannot support full cloud
computing environments with all their connectivity needs. It also helps to manage sporadic power supply
in remote areas (for example, supporting the loT devices needed to manage large scale agribusiness).

The micro data centres sit along the route between the IoT device and the data centre. They will be
increasingly used to perform key data processing functions such as data analytics, applying machine
learning and artificial intelligence. Those network connections between the edge computing resources and
the central data centre-based cloud form what has become known as the fog computing infrastructure (an
article for another time!).

It is worth noting that edge computing is not a new concept, just a hugely expanded one. For many years,
the financial services industry has focused on placing computing resources as close to its business as
possible. Stock exchanges built data centres close to the trading floor, ensuring low latency and high
computing power to quickly process huge amounts of business (and time) critical financial trading data.

In addition to the benefits edge computing brings with lower latency, faster real-time data processing and
analysis and increased application efficiency, by building out a micro data centre ecosystem at the
network’s edge, organisations also effectively manage their risk if there is an issue with their centralised
cloud environment or a network failure.

Key to the expansion of edge computing will be the enhanced customer experience it provides. With the
ever increasing use of devices for accessing content, such as video streaming, and the need to provide a
high quality digital performance with low latency, edge computing will provide an important new
infrastructure.

Where will we find these micro data centres? Due to their smaller size, they will be found in many different
locations. IDC estimates that much of the new edge computing infrastructure will take up less than 100 sq.
feet. Many will be situated close to, or co-located as part of, mobile tower infrastructure. It makes sense to



locate them on such existing infrastructure for easy access to network connectivity and power as well as to
simplify access for support and maintenance work. This will also offer a physically secure location.

In addition, it is likely that these micro data centres will be deployed within commercial and residential
buildings (for example, smart buildings). Smart buildings are those that use interconnected loT
technologies to share information about the building between their various systems, such as those
controlling heating, ventilation, air-conditioning, lighting and security, in order to automate processes and
enhance user experience. The use of edge computing and micro data centres either in, or very close to,
such buildings could greatly increase efficiency and reduce costs through making real time adjustments to
such systems in response to changes in the building environment and occupancy levels. It would also allow
rapid, automated responses to system failures or security breaches.

What are some of the key issues edge computing will raise?

Data security is becoming a big issue as edge computing infrastructure develops. There are differing
viewpoints on whether edge computing provides greater or lesser data security. It reduces the data held in
the centralised cloud; arguably, reducing the impact of a cloud data breach, and reduces the amount of
data moving up and down networks vulnerable to cyber- attack. By decentralising some data processing
and storage functions, there is the counter argument that it provides a great many more cyber targets.
Data encryption, access controls and network security will be key to protecting edge computing systems in
addition to physical security management. The result will be increasingly complicated technology
environments.

Edge computing will also impact (and be impacted by) the current trend, seen both in the Middle East and
elsewhere, for data localisation. With the growing mandate for certain categories of data to be held locally,
within particular countries, rather than stored in centralised cloud environments located outside the
countries, edge computing with its localised storage and processing capability may well help meet some of
these data localisation requirements.

Finally, as regional Middle East data protection laws and regulations roll out, in addition to specific loT
requirements, edge computing infrastructures will need to be assessed to ensure that they meet these
legal requirements. More complex digital infrastructures will throw up new and interesting data protection
and cybersecurity regulatory questions.
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